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MO OKOJIHA CPEQOA

JOITBJHUTEJIHU YKASAHUA
3A BXOA HA 3AABJI’KEHO JIMLE
C KEI1 HA OPUANYECKO JIMIIE

B U3ITBJIHCHHEC HA

JAOIrOBOP 34 Bb3JIATAHE HA OBLLIECTBEHA IIOPBYKA 34 YCIIYTH
Ne 4183/05.07.2022 I.

M0 MPOEKT

»PA3PABOTBAHE HA HHD®OPMAIIHOHHA CUCTEMA 34 CbBUPAHE H ObPAEOTBAHE HA
JAHHH 34 ®J1YOPCBAbPKAIIIUTE IIAPHUKOBH I'M30BE*“

N3MBJIHUTE:
, TPUJTNO“ EOOJ]

Mara: 15.01.2024 r.

To3u doKymeHmM e cb30a0eH 8 paMmKume Ha [Jo2080p 3a 8b3s1a2aHE HO 0bwecmeeHa NopvyYKa 3a ycayau
Ne 4183/05.07.2022 2. no npoekm ,,pa3pabomeaHe Ha UHOPMAUUOHHA cUcCmeMa 3d cbbupaHe u obpabomeaHe
Ha OGHHU 30 ¢h1yopcvbObpHauume NapHUKoO8U eazoee”
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MO OKOJIHA CPEQOA

Tazu rpymna yciyru € npelHa3Ha4ueHa 3a IOpUANYECKH JIMIA, KOUTO pa3oarar ¢
KBTM(UIIUPAH eNEKTPOHEH MOIUC, W3AaeH oT juieH3upan ot KPC mocraBumk Ha
YIOCTOBEPUTEIIHU YCIIYTH.

KAKBO E HEOBXOJINMO JA HAIIPABS, 3A TA U3IIOJI3BAM IIOPTAJIA C
EJIEKTPOHEH IIOAIINC?

1. TPABBA JA UMATE HHCTAJIMPAH CBOSI EJTEKTPOHEH NOAIINC B
BPAY3bPA, KOUTO IIOJI3BATE, 3A IA MOXE JJA TOCTBIIUTE
EJIEKTPOHHUTE YCIYTI'U.

1.1.MHCTAJIMPAHE HA KEII HA BPAY3bP MIZILLA FIREFOX

= Craprupaiite Firefox.

= OrtBopere mentoro "Uuctpymentu" (Tools).

= Kuuknere Bbpxy "Hactpoiiku" (Options).

= Orunere Ha pasnena "[loBeputenHoct u curyprnoct” (Privacy & Security).

=  Knukuere BepXy "Ynpasnenue Ha ceptuduratu” (Manage certificates).

* B ceknusara "Bamm ceprudukatu” (Your certificates) kinukHere BbpXy OyToHa

"Umnoptupane" (Import).

=  W36epere daitna ¢ ynocroBepenueto 3a KEII, koiiTo cTe momyuunu ot
yIOCTOBEPSIBAIIIS OPTaH.

=  Knuknere Bppxy OyToHa "OTBapsiue” (Open).
= Beeenere [IMH koaa cu 3a cMapT kaprara.

= Kiuksere BbpXy OyToHa "OK".

To3u doKymeHmM e cb30a0eH 8 paMmKume Ha [Jo2080p 3a 8b3s1a2aHE HO 0bwecmeeHa NopvyYKa 3a ycayau

Ne 4183/05.07.2022 2. no npoekm ,,pa3pabomeaHe Ha UHOPMAUUOHHA cUcCmeMa 3d cbbupaHe u obpabomeaHe

Ha OGHHU 30 ¢h1yopcvbObpHauume NapHUKoO8U eazoee”
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« = O @ Firefox about:preferences#privacy
(@ Hacrpoiikure Ha Balma Gpaysbp ce YNPAENABAT OT BALIATA P Tupcese Ha HacTpoiiki
OpraHwzauna.
€§3 OcHoBHM
HayueTte noseue
G] Hauanma crpatmLia = Paspewasare Ha Firefox 4a npasw NepcoHanM3MpaHi NPENopbKA 3a Hayuete
pasiwMperua noeeue
Q BpeEte Paspelwasaxe Ha Firefox ga HcTanvpa v M3BBLPLIBA )
o MNpernea Ha w3cneaeaHKATa Ha Firefox
EJ MoBepuTenHoCT U V3CNeABAHNA
salliieg 1 [] Allow Firefox to send backlogged
cklogged crash reports on your behalf Learn more
Q Sync

Owe ot Mozilla

3almTa

VamamHO CbAbPXKaHWE 1 3all1Ta OT onaceH copTyep
BAOKMpaHE Ha OMAacHo ¥ UIMaMHO ChAbPXaHWe Hayuere noseue
EHDKMDBHE Ha ONacHW M3TErTAAHNA

MpeaynpexaasaHe NPy HEXENaH WAV PAAKO CPEILaH cobTyep

CepTudukarin

3aneka kbM cbpBbp OCSP responder 3a NOTBLPXAaBaHe Mpernen Ha cepTUdMKaTHTE. .. E|

BaNWAHOCTTA Ha cepThdurKaTuTe
Ycrpotictea no 6e3onacHoCTTa...

Allow Firefox to automatically trust third-party root certificates you install Hayuete noseue

Pexxum ,camo HTTPS"
HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all

Eﬁ PazlWwupeHna 1 TemKn
e connections to HTTPS.

« c @ Firsfox | aboutpreferences¥privacy @

Ynpasnenve Ha ceptudukat

N

Bawwure ceprudukatm Pewenws npy yaocTosepasaHe Xopa CopsbpU Yaoctoseputenn

Wmare OT Te3v opr KOMTO B

Wme Ha cepTudukar Ycrpovicteo no 6e3onacHo... | Cepuer Homep Wstnua Ha

[oapo6HoCTY... Pe3epBHO Konwe... Pe3epBHO KONMe Ha BCUUKO.... Buacawe... W3tpusate..

To3u dokymeHmM e cb30adeH 8 pamKume Ha [Jo2080p 3a 8b3s1020He HA 0OWECMBeHd NOPBYKA 3a ycayau
No 4183/05.07.2022 2. o npoekm ,pa3pabomeaHe Ha UHGPOPMAYUOHHA cucmemd 3ad cbbupaHe u obpabomesaHe
Ha OGHHU 30 ¢h1yopcvbObpHauume NapHUKoO8U eazoee”
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1.2.MHCTA/IMPAHE HA CEPUT®UKAT HA BPAY3bP CHROME

= Craptupaiite Chrome.

= OrtBopere MmeHtOTO "HacTtpoiiku" (Settings).

= Kiuknere Bbpxy "IloBepurennoct u curypuoct"” (Privacy and security).
= Kuuksere Bbpxy "Curypnoct” (Security).

=  Knukuere BepXy "Ynpasnenue Ha ceptuduratu” (Manage certificates).

= B cexumsra "Bamm cepruduxatu (Your certificates) kiukHeTe BbpXy OyTOHA
"Umnoprupane" (Import).

=  W36epere daitna ¢ ynocroBepenueto 3a KEII, koiito cTe momyuunu ot
YAOCTOBEPSIBAIIUS OPTaH.

=  Knuknere Bppxy OyToHa "OTBapsiue” (Open).
=  Bueenere IIMH xona

= Kiuksere BbpXy OyToHa "OK".

« G ® Chome chrome:

© Avruran

) Projects-Home BB M @B VAOC [ NSI [ SharePoint e

@ Settings [

You and Google

.
Bl Autofill and passwords
° & ¥ Ceticate Import Wizard
> Fie o lmport
@ Spesty the fi toimport.
ndedpurpose:  <Al>
Q search engine Fie name: sonal Other People  Intermediate Certication Authoites  Trusted Root Certicator | >
| Browse.
E)  Default browser Issued To IssuedBy Exprato... Friendly Name
cal s =T
O onstartup yl46653656-ce 17-4... MS-Organzation-Access  28.08.20.
Colbuinag.org at.. 061120,
Cryptographic Message yntax Standard- PKCS #7 Certicates (P78) dnat 1207.0.
MaosoftSeralzed Certicate Store (. Filegicaiisecie Ll
@ languages =1 Calkert 080921 <
Callocaiost ocahost 23.0120... ASPNET CoreH
% Downloads Cellocaiost ocahost 2.0120... ASPNET CoreH
3
T Accessibility tand get wal
Inport. Export. Remove Advanced
R, System
:ats intended purposes
haged browl
£ Reset settings 3
Next Cancel
M Extensions 2 7 Control which phones you use as security

About Chrome

@

1.3.MHCTA/IMPAHE HA CEPUT®UKAT HA BPAY3bP MS EDGE

= Craprupaiite Edge.
= OrtBopere mentoTo "Hacrpoiiku" (Settings).

= Kuuksere Bbpxy "IloBepurennoct, curypnoct u ycayru" (Privacy, security,
and services).

= Kiuksere BbpXy "Ynpasienue Ha ceprudukatu’ (Manage certificates).

* B ceknusara "Bamm ceprudukatu” (Your certificates) kiukHere BbpXy OyToHa
"Umnoptupane" (Import).
To3u aoKyMEHm € Cb3000€eH 8 pamMKume Ha L402c080p 30 8b3/1d2dHE HA ODWECMBEHA MNMOPBYKA 30 yCnyeu
Ne 4183/05.07.2022 2. no npoekm ,,pa3pabomeaHe Ha UHOPMAUUOHHA cUcCmeMa 3d cbbupaHe u obpabomeaHe
Ha OGHHU 30 ¢h1yopcvbObpHauume NapHUKoO8U eazoee”
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=  W36epere daitna ¢ ynocroBepenueto 3a KEII, koiito cTe momyuunu ot
yIOCTOBEPSIBAIIIS OPTaH.

= Kiuksere BbpXy OyToHa "OtBapsiHe" (Open).

= Beeenere [IMH koaa cu 3a cMapT kaprara.

= Knukuere Bbpxy OyTona "OK".

o @ Edge | edge:/s

Settings

@ Share, copy and paste

@@ Cooki

8 Default browser

L Downloads

& Family safety

A Languages

@ Printers

O System and performance
) Reset settings

[ Phone and other devices

ettings)

nd site permissions

privacy

v @

Issued To

55 1ap005.bo
CGleoe59656-2217-4

Security

Manage security settings for Microsoft Edge 230120, ASP.NET Core H

20.0120...  ASP.NET Core H

1R
Import.. | Export Advanced
M x @ || (Lo
Helpp ¢ £ Centficate Import Wizard
Block Ol
o il to mport Clos
o Spediy the fie you want to import,
Web: bpoprotection? & 9 @D
Fle
¥ | Browse...
e PCS #12 (PFX, P12)
U o cd-PKCS 27 Certicates (P7E) =
By def 0 not be reachabl
e -
—— d ity me 4 9 (@

Enhance your securnty vt e wew o e security mode

2. AKO BCE TAK UMATE IIPOBJIEM U1 I1PU KJIMK HA JIMHKA 3A BXO/,
BPAY3bPA HE BU U3NCKBA JOCTBII 1O BEYE HHCTAJIMPAHUSA
CEPTUO®UKAT MOXE JA U3ITBJHUTE CJEJHUTE CTBIIKA

= @

AKo nmosyyasarte cucteMHa rpemika 403 u He ycnsiBate 1a Bje3ere B CHCTeMAaTa, MOJIsI
A2 M3TPHeTe UMIIOPTHPAHHS cepTH(PHUKAT B Opay3bpa U 1a ONUTATE OTHOBO /1A
BJie3eTe B cucremara fpg.eea.government.bg .

HN3TpuBaHeTo HA cepTH(PHKATA CTABA IO CJICIHUS HAYUH:

=  Mozilla Firefox

O

(@)
O
(@)

Hacrpoiiku

IToBepuTeJHOCT M 3a1MTA

Ceprudpuxaru

B Ta0 ""Pa3pemienus npu yaocroBepsiBaHe' ako Beue ce e 3amasui
3a X0cT TPsi0Ba Ja M3TPHUSAT TO3HU 3aINC - TOBA 3aBHCH OT
HACTPOMKHUTE HA KOHKPeTHUs Opay3bp.

To3u doKymeHmM e cb30a0eH 8 paMmKume Ha [Jo2080p 3a 8b3s1a2aHE HO 0bwecmeeHa NopvyYKa 3a ycayau
Ne 4183/05.07.2022 2. no npoekm ,,pa3pabomeaHe Ha UHOPMAUUOHHA cUcCmeMa 3d cbbupaHe u obpabomeaHe
Ha OGHHU 30 ¢h1yopcvbObpHauume NapHUKoO8U eazoee”
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83 Hacrpoiinn x|+

(¢} @ Firefox  aboutipreferences#privacy w

Ynpasnetine Ha ceprudukarm

Bawwre ceprudukatm PeweHna nNpu yaocTosepasaqe Xopa CopBbpy Yaoctoseputean

Tesu ce 3apasn npea ye6 caittose

Xocr Wime Ha ceptuduxar Cepuen Homep
Send no client certificate

Send no client certificate

[loApo6HOCTH

4

= B Chrome
o Hacrpoiiku
Privacy and security
Secirity
Manage certificates - u oT Tam 1a ce u3TpHe.

O O O

€ > C  ® Chrome chrome://settings/security

@ Settings Q Search settings
2 You and Google & In-depth scans for suspicious downloads. @ When you're signed in, this data is linked to
your Google Account to protect you across
B Autofill and passwords ©  When you're signed in, protects you across Google services, for example increasing
Google services. protection in Gmail after a security incident.
@ Privacy and security @  improves security for you and everyoneon (&) Doesn't noticeably slow down your browser
the web. or device,
@  Performance
©w Warns you if you use a password that has Learn more about how Chrome keeps your data
@  Appearance been compromised in a data breach. private
Q_  Search engine Standard protection
QO  Protects against sites, downloads, and extensions that are known to be dangerous. If a page v
ED  Default browser does something suspicious, URLs and bits of page content are sent to Google Safe Browsing.
!
O Onstartup No protection (not recommended)
QO  Does not protect you against websites, , and Your Safe Browsing
settings in other Google products won't be affected.
@ Languages
*  Downloads
Advanced
T Accessibility
A!WSyS use secure connections @
9, System Use HTTPS whenever possible and get wamed before loading sites that don't support it
4D Reset settings Use secure DNS. -
This setting is disabled on managed browsers
Extensions [/
» i z Manage phones »
Control which phones you use as security keys
@) About Chrome P v YRy
Manage certificates ]
Manage HTTPS/SSL certificates and settings
Certificates managed by Chrome @
Information about how Chrome manages its root certificates
Google Advanced Protection Program @

Provides Google's strongest account security for people at risk of targeted attacks

To3u dokymeHmM e cb30adeH 8 pamKume Ha [Jo2080p 3a 8b3s1020He HA 0OWECMBeHd NOPBYKA 3a ycayau
No 4183/05.07.2022 2. o npoekm ,pa3pabomeaHe Ha UHGPOPMAYUOHHA cucmemd 3ad cbbupaHe u obpabomesaHe
Ha OGHHU 30 ¢h1yopcvbObpHauume NapHUKoO8U eazoee”
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= MS Edge

Hacrpoiiku

Privacy and security

Secirity

Manage certificates - u oT Tam 1a ce U3TpHE

@)
o
@)
(@)

7] 53 Settings X [

(@] @ Edge | edge:/settings/privacy

Settings
Q  Search settings

Profiles
| 5] Privacy, search, and services
Appearance
Sidebar
Start, home, and new tabs
Share, copy and paste
Cookies and site permissions
Default browser
Downloads
Family safety
Languages
Printers
System and performance
Reset settings
Phone and other devices

Accessibility

W2o0Dor@EKIARBEDED

About Microsoft Edge
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) Your browser is managed by your

Optional diagnostic data is used to improve Microsoft products and services for everyone. Learn more

Help improve Microsoft products by sending optional diagnostic data about how you use the browser, websites you
visit, and crash reports

This setting is determined by your V

Personalization & advertising @

Allow Microsoft to save your browsing activity including history, usage, favorites, web content, and other browsing (@
data to personalize Microsoft Edge and Microsoft services like ads, search, shopping and news.

nal advertising settings on the Microsoft privacy dashboard

Security

Manage security settings for Microsoft Edge

Manage certificates &

Block potentially unwanted apps (]

of low-reputation apps that might cause

Website typo protection (D) Are you satisfied with website typo protection? &0 @ (@D

Clear all previously allowed sites Clear
Use secure DNS to specify how to lookup the network address for websites B
defau current service pro ders ma;

IIpu 1ONBJHUTEIHH BBIPOCH MOJIA 00bPHETE ce KbM CBOSI IOCTABYUK HA
KBAJTM(UIUPAH eJIeKTPOHEH MOANUC, KOWTO HMA 1eTAJHU HHCTPYKIMHU 32 CbOTBETHUSA
BU/I CePTH(UKAT M HETOBOTO HHCTAJIMPAHe.

To3u dokymeHmM e cb30adeH 8 pamKume Ha [Jo2080p 3a 8b3s1020He HA 0OWECMBeHd NOPBYKA 3a ycayau
Ne 4183/05.07.2022 2. no npoekm ,,pa3pabomeaHe Ha UHOPMAUUOHHA cUcCmeMa 3d cbbupaHe u obpabomeaHe
Ha OGHHU 30 ¢h1yopcvbObpHauume NapHUKoO8U eazoee”
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